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IDASH Medicine in the Era of Big Data

* Biomedical science

Personal
IS moving towards \

data-driven

approaches

» 60+ genetic variants are Personalized
medicine

adopted in clinical practice

» Sequencing is getting
cheaper

» Family history data is
consider as "the best genetic
test available”

slide from Dr. Xiaogian Jiang




iDASH Genomes are Biometrics
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|DASH Health Insurance Portability & Accountability Act

HIPAA
* Security
» Risk of disclosure HIPAA ‘De-identified’ data
o removal of 18 identifiers, such
» Llablllty as dates, biometrics, names, etc.
. * expert certification of low risk of
PeraCV re-identification

» Risk of re-identification
» Informed consent

Presidential Commission for the Study of
Bioethical Issues. Privacy and progress in whole genome

seguencing. http://www.bioethics.gov covers genome sequencing, exome
sequencing, genome-wide SNV analysis, and data from large scale genomic
studies

 ‘Limited’ data sets have dates
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Health Information Privacy

 Office for Civil Rig;hts r Civil R;ghts . Health Information Privacy

OCR Home > Health Information Privacy > HIPAA Administrative Simplification Statute and Rules > Breach Notification Rule

R Breaches Affecting 500 or More Individuals

HIPAA
. As required by section 13402(e)(4) of the HITECH Act, the Secretary must post a list of breaches of unsecured
g","e"’“"d'“ﬂ HIPAA protected health information affecting 500 or more individuals. These breaches are now posted in a new,
rivacy more accessible format that allows users to search and sort the posted breaches. Additionally, this new
HIPAA Administrative format includes brief summaries of the breach cases that OCR has investigated and closed, as well as the
Simplification Statute and  names of private practice providers who have reported breaches of unsecured protected health information to
Rules the Secretary. The following breaches have been reported to the Secretary:
Omnibus HIPAA
Rulemaking Full DataSet CSV format (18 KB) XML format (57 KB)
Statute A
Pri Rul Select a column head to sort by that column. Select again to reverse the sort order. Select an individual m
vacy "% record to display it in full below the table.
Security Rule
» Breach Notification Rule Filter: 556 records showing
Other Administrative
Simplification Rules
Name of Covered Individuals Location of
State Date of Breach = Type of Breach
Enforcement Rule Entity Affected i Breached Info
Combined Text of All 1st response Medical MD 552 06/15/2012- Unauthorized Desktop A
Rules Transpot Corp. 10/01/2012 Access/Disclosure = Computer E
proreement Activities & ABQ HealthPartners | NM 778 2012-12-20 Theft Laptop
How to File a Complaint Accendo AZ 175,350 2011-01-01 Unauthorized Paper
. Access/Dlsclosure
— News Archive —
| Access Medical Group PR 7,606 2012-01-11 Theft Laptop ’ |




IDASH

Precision Medicine

For Employees | Staff Directory | En Espafiol

m National Institutes of Health
Turning Discovery Into Health

Grants & Funding

Health Information News & Events Researc h & Training Institutes at NIH About NIH

PRECISION MEDICINE INITIATIVE

Precision Medicine  NTH Workshop on Building a Precision el

Initiative . To sign up for updates please enter
Medicine Research Cohort your e-mail address.

What are the near-term

goals? m

On February 11-12, 2015, NIH will host a workshop to discuss the
opportunities and challenges around building a large research cohort
focused on precision medicine. We look forward to hearing from several
leading experts from many disciplines and sectors. While we are at
capacity for in-person attendance, the event will be webcast live both
days.

What are the longer-term
goals?

How is it different?

Who will participate?

NIH Workshop

1M people longitudinal cohort
will want privacy protection

Lots of data to protect

EHR Group _

recommendations -

- Patient participation: Blue button
rights (Synch for Science) -

- Patient portals: patient-reported
data —

« Security/privacy of EHR systems -

Genomics, imaging, sensors

EHR data already harmonized
to national standards

Point of care contact via EHR,
mHealth

Health gaming, cloud, privacy
Biorepositories



IDASH What is the problem?

* Imagine a public data set of genomes about a
certain disease (e.g., Alzheimer’s)

* Can you find out if your neighbor has
Alzheimer’s?

* Same problem happens with clinical data,
which can be re-identified to a target patient

» Dates of visits
» Combination of patient characteristics



iDASH Bigger data, bigger challenges

* High dimensional data (e.g., whole genomic
sequencing)

* Privacy rules (PHI, including genomic data need
to be protected under HIPAA)

* |nstitutional processes (internal review boards)
* Patient information consent

* Clinical-genomic data research networks
» Secure multiparty computation
» Homomorphic encryption

Jiang X, Sarwate A, Ohno-Machado L, Privacy technology to support data sharing for comparative effectiveness research:

A systematic review, Medical Care, 51(8 Suppl 3):5S58-65, 2013. PMID: 23774511
adapted from Dr. Xiaogian Jiang

—



IDASH

Our Goals in iDASH

* Share access to data and
computation

* Train the new generation of
data scientists

* Provide innovative software,

platform, and infrastructure

* Protect privacy
_4

Develop
» Algorithms
» Tools

- X
Develop.
-
» Infrastructure
. e Research
» Policies

Knowledge
& Tools
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IDASH
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“- DUA and QA
Data 1
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Contributor QA
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Tool creator
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System creator

Contributor QA -
[ VM2 J

“commons”
differential privac
Data-sharing center P Y
Model 1. Traditional:
Access controls User downloads

Policies center data

DUA management
Data 2

biSCADDE

ﬁ User DUA Tool A

s 1 0 KR{minn homomorphic encryption
IB E@ el Model 2. Remote desktop:
"y

User computes with
— center-hosted data in P @
| Tool1 center environment -
o U Ha
J UserB
Tool 3 secure multiparty computation

Model 3. Virtualization and

(@ distributed computing:
VM1 User performs center
computation in his or

her own environment

Ohno-Machado L. To Share or Not To Share: That Is Not the Question. Science Translational Medicine, 2012 4(165)




IDASH

On-demand
Virtualized
Elastic
Resilient
Compute
And
Storage
Technology

IDASH On-Demand Resources

Safe
HIPAA-compliant
Annotated

Data deposit box
Environment

AUTOMATED 25
v Compute nodes §§
v I\/!emory S compute request,
v Disk storage direct upload & download of
v Networking proprietary data, tool, recipe
B v" Data
v
TOO.IS upload & download
v" Recipes data
"4

middleware and HIPAA security developed by iDASH

HIPAA and
non-public data

Powered by
MIDAS

public data,
tools, recipes




iDASH OVERCAST

800+ cores
7TB+ RAM
600TB+ storage

3 computation tiers
3 storage tiers

10GbE throughout 0=
Full redundancy : “ O A )
RSA Two Factor Auth.

Remote data replication
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2008-2009 2010-2011 2012-2013 2014-2015

Clinical Data Research Data Applications Integration
/\ QueryTools | e . Recruitment Epic
&A/ UC-ReX Explorer < Consent tools CDDS
Personnel Systems Y Privacy Technology Custom Apps New modules
Active Directory T
——
A Healthcare Clinical / . pSCANNER
Data UCSF Irvine PCORI CDRN
Clinical Data
Warehouse for Pl———
Research il el — ——
Electronic Health > v Davis UCLA USC/LAC San Mateo
Record System
Epic & Clarity H\ S— S
~_ <2 iDASH HIPAA/FISMA
OVERCAST
Clinical Research /
Data iDASH, CTRI, School of
V7 E— Scalable Network Medicine
(Distributed Analytics
Velos
Other Systems Tools)
PACS, lab, etc Other DBs
=
¥—/ VA LA Clinics External data
(patient reported

data)

<
UCSD’s iDASH HIPAA
SHADE
Journey Images, human Text Mining / NLP
genomes, etc
w ICONCUR Cancer Genomics
UC-ReX et Accrual for Clinical Trials
Analytical Tools iDASH PCORI contracts FISMA
De-ID Tools SCANNER K22, K99 pSCANNER
BRIGHT PhenDISCO NLM Training Grant bioCADDIE




IDASH Clinical Data Network — UC-ReX

* Clinical Data Warehouses
from 5 Medical Centers
and affiliated institutions

e
-, exchange (>12 million
i . B2 patients)

Jos A
Santa :.:.!b\ oModera * Improve patient safety
Mﬂ‘ia- surveillance, quality improvement,

Bak ersfield translational research

Funded by the UC Office of the President




Big Healthcare Data, Big Clinical Sequencing Data

_ gizr"tr;?r‘:]iif’ g;t:n;‘or How many patients over 65 are on
Cg\\ or Research ﬁ!?\:\‘/’:r'kData Warfarin or Dabigatran?
et
7 What are the major and minor
bleeding rates for patients on these
\ drugs, adjusted for co-morbidities?
Trusted =
Broker(s) . .
Which CYP2C9 variants are most
* Identity & Trust influential?
Management
* Policy
enforcement

Kim K, et al. Development of a Privacy and Security Policy
Framework for a Multi-State Comparative Effectiveness
Research Network. Medical Care 2013

Jiang X et al. Privacy Technology to Support Data Sharing for
Comparative Effectiveness Research: A Systematic Review.

. Medical Care 2013

AHRQ RO1HS19913 Dlvgrse Healthcare Kim KK et al. Data Governance Requirements for Distributed

Entities Clinical Research Networks: Triangulating Perspectives of

SCA ER in 3 different states Diverse Stakeholders. JAMIA 2014
(federal, state, private)

(¥




|DASH Privacy-preserving distributed computing

» Predictive modeling and adjustment for cofounders require lots of data
« Some institutions cannot move data outside their firewalls

» We can bring computation to the data

. User requests data for
g Quiality Improvement or Diverse Healthcare Entities
Research in 3 different states (federal, state, private)

Institute A Institute B Institute C i-Ne)
L L

o

Data Data Data g =
o2

o

w

3 o

o

c

24

- X - - - S 3
’1ntermediaw \\ ,’ Intermediary \\ l, Intermediary \\ %3 ";”
< results 8, PERN results 6, RN results 8¢ ’ o -
- _ ~ - ~ - © 5

CENTRAL SITE:
GLORE code

Security Entity

AHRQ R01HS19913 / EDM forum Distributed regression models
SCA ER Scalable National Network for Wu Y et al. Grid Binary LOgistic REgression (GLORE):
Comparative Effectiveness Research Building Shared Models Without Sharing Data. JAMIA 2012




‘ Cor n et The National Patient-Centered
pSCA N N E R Clinical Research Network
patient-centered SCAlable National
Network for Effectiveness Research

21 M people: 5 UCs, National VA (VINCI resource), 3 Federally Qualified Health Systems in LA (USC), RAND
3 Cohorts: Kawasaki Disease, Congestive Heart Failure, Obesity

VA SFGH UCSF ucb

New Partners
(~9 M people)

* Cedars-Sinai
e USC Keck / LA Children’s
* San Mateo Med Ctr
* Intermountain Healthcare
* U Colorado
* U Washington-led WWAMI
practice-based network
* SAFTiNet
* FQHCs

pSCANNER CENTRAL

TCC: The Children’s Clinic VM: Virtual Machine
SFGH: San Francisco General Hospital = OMOP: Observational Medical Outcomes Partnership



| PRIVACY

Privacy Workshops
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iDASH’14
First Privacy Protection Challenge

Evaluate solutions of guaranteed privacy protection for
protecting the output of genomic data analysis

* Task 1: Privacy-preserving SNP Data Sharing

* Task 2: Privacy-preserving release of top K
most significant SNPs

rﬂrivacy Protection Challenge

Rt i1}

), o

e

o ‘ ¢ SCHOOL OF INFORMATICS

< “ - T D1 J

‘%9\\.r & AI\I?“‘C\(\)?&I‘HI}:\G VANDERB,ILT .
o B \é‘° Bloomington Department of Biomedical

Ciomedic® Informat ics

March 24, 2014 at UCSD




BMC
Medical Informatics & Decision Making

Volume 14 Supplement 1
Critical Assessment of Data Privacy and Protection (CADPP)

Research

3rd iDASH Privacy Workshop

San Diego, CA, USA

24 March 2014

Edited by Xiaogian Jiang, Lucila Ohno-Machado, Bradley Malin, Shuang Wang, Haixu Tang, Li Xiong and Xiaofeng Wang

Publication of this supplement has not been supported by sponsorship. Information about the source of funding for publication
charges can be found in the individual articles. Articles have undergone the journal's standard peer review process for supplements.
The Supplement Editors declare that they have no competing interests.

Conference website

Research article

A community assessment of privacy preserving techniques for human genomes

Xiaogian Jiang, Yongan Zhao, Xiaofeng Wang, Bradley Malin, Shuang Wang, Lucila Ohno-Machado, Haixu Tang
BMC Medical Informatics and Decision Making 2014, 14(Suppl 1):S1 (8 December 2014)

Abstract | Full text | PDF | PubMed

Research article

Differentially private genome data dissemination through top-down specialization
Shuang Wang, Noman Mohammed, Rui Chen

BMC Medical Informatics and Decision Making 2014, 14(Suppl 1):S2 (8 December 2014)
Abstract | Full text | PDF | PubMed

Research article

Scalable privacy-preserving data sharing methodology for genome-wide association studies: an application to iDASH
healthcare privacy protection challenge

Fei Yu, Zhanglong Ji

BMC Medical Informatics and Decision Making 2014, 14(Suppl 1):S3 (8 December 2014)

Abstract | Full text | PDF | PubMed

21



iDASH’15 Privacy Protection Challenge

* Focus on secure outsourcing and secure data analysis in a
distributed setting (humangenomeprivacy.org)

IDASH PRIVACY & SECURITY WORKSHOP 2015

SECURE GENOME ANALYSIS COMPETITION

MARCH 16, 2015
8:30am - 3:00pm
UC SAN DIEGO

Biomedical Researc h Facility 1l 5A03

e See Media and news coverage in GenomeWeb
e CADPP15 is supported by iDASH U54HL108460, iDASH linked ROTHG007078 and NHGRI K99HG008175

* Task 1: Homomorphic encryption (HME) based
secure genomic data analysis

* Task 2: Secure comparison between genomic data in
a distributed setting



At UCSD since 2009, funded by
NIH U54, UL1, U24, UH3, R21, U01, T15, R00, K22, K99, D43, UCBRAID/OP, PCORI, NVIDIA




Research Education
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